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A differential feedback scheduling decision
algorithm based on mimic defense
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Abstract: Facing the security problem of the service path, according to the service function chain deployment mimic
defense architecture based on dynamic heterogeneous redundancy (DHR) model in the mimic defense theory, and
combined with the actual needs of the service path deployment, a differential feedback scheduling decision algorithm
based on mimic defense was proposed. Firstly, according to the heterogeneity of the executive set in the scheduling
algorithm and the security defense coefficient, the scheduler suitable for the mimic defense scenario was selected
from the executive pool, and then the decider was selected according to the reliability coefficient of the decision algo-

rithm and the majority decision algorithm. The proposed algorithm, common scheduling algorithm and decision algo-

Wi BHEA: 2020-01-08; 2@ HH: 2020-04-26

BEEE: =Y, 497862918@qq.com

BEEWH: FEEEAGPRITRIEERBINE (No.2017YFB0803202);: [H 5K [AARFHEILE T BIINH (No.61871468); L.

B HRPEIL G IIH (No.LYI8F010006 ) 5 #fif 1145 #r 84 W 4% b #E 15 W ] B AR 0 a0 S 36 4 ik < % B 0ol H
(No.2013E10012); #IVTA H piiF A ik IHEE BT H  (No.2019C01056, No.2020C01079)

Foundation Items: The National Key Research and Development Program of China (No.2017YFB0803202), The Natural

Science Foundation of China (No.61871468), Zhejiang Provincial Natural Science Foundation of China (No.LY18F010006),

Zhejiang Provincial Key Laboratory of New Network Standards and Technologies (NNST) (No.2013E10012), Zhejiang Provin-

cial Key Research and Development Program (No.2019C01056, No.2020C01079)



iﬁm HRE5F%

74 .

rithm were simulated and analyzed. Simulation results show that the proposed algorithm can effectively improve the

system’s defense capabilities and ensure the security of the service path configuration.

Key words: mimic defense, scheduling algorithm, decision algorithm, network security
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